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Origins Overview

• Intro Stuff

• Ransomware Update

• Ransomware Questions for You

• Other Ways of Thinking about This
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Context



Consequence-driven Cyber-informed Engineering



Image : IST
https://www.weforum.org/agenda/2021/05/ransomware-

task-force-cybersecurity



This Keeps Happening



Roiling Insurance Markets



UTILITYDIVE: “Utilities face growing ransomware threat 
as hackers improve strategy, execution” (Aug 2020)

In the event of a ransomware attack, the first 
line of action is to reach out to the local 
Federal Bureau of Investigation (FBI) office. 
Ideally, a utility already has the local FBI 
office on speed dial. The FBI has a lot of tools 
and capabilities at their disposal and can 
sometimes quickly decrypt a company's 
systems.

https://www.utilitydive.com/news/utilities-face-growing-ransomware-threat-as-hackers-improve-strategy-execu/583818/

https://www.utilitydive.com/news/utilities-face-growing-ransomware-threat-as-hackers-improve-strategy-execu/583818/


Situational Awareness – Mid 2021

1. 

Every business sector 
depends almost entirely on 
digital infrastructures

2. 

Cyber insurance still 
embryonic, evolving, adapting 
…



Some Questions for You



Question 1

Could you continue to operate if all IT 

(business-side) applications and data 

were encrypted?



Could you restore if all IT (business-side) 

applications and data were encrypted?

Question 2



Do you practice restoration?

Question 3



Do you practice responding to a 

successful ransomware attack?

Question 4



“The Wellspring of Risk is Dependence.”

Dan Geer

“A Rubicon”, The Hoover Institution

https://www.hoover.org/sites/default/files/research/docs/geer_webreadypdfupdated2.pdf



Risk Reduction:

Put trusted man 
back in loop



It’s Cheese 
Time !!!
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Meet the team

Jenny 
( CFO )

Chad 
( CEO )

Frank 
( CISO)

Tech
(Engineer)

Bruce
(COO)

Sarah
(Dept. COO)

Jack
(Consultant)
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Intervention

“I see two points of failure that require immediate attention.” 

1. Pasteurization. Remove the networked temperature controls and the automated 
temperature adjustments. Or keep them but have people monitor as well. 

2. Take the recipes offline. We were able to take over the control systems and 
access all your recipes…

Jack (Consultant)
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First Mover Example: Water Sector

They began by asking questions like:

What are the worst things that 
could happen to our company?

What has happened in INL CCE 
engagements happened here as well. Senior 
managers and engineers, when confronted, 
responded with:

Yeah, but that could never 
happen to us.



A little sleuthing (research) revealed multiple pathways 
adversaries could take to create potentially company-
ending events.

Once that happens, things get interesting.

First Mover Example: Water Sector



• Scenarios were drawn up in Phase 1 and 
investigated

• The team went from facility-to-facility, 
process-to-process, and, as expected, 
encountered some real pushback

• Engineers in charge of 24 x 7 operations 
who get in a ton of trouble when something 
goes wrong tend to resist any change from 
the proven processes they’ve worked hard 
to establish and maintain.

The idea that someone other than 
them could access their controls 
seemed impossible to them.

First Mover Example: Water Sector



However, once the CCE team helped 
them understand what was possible 
from an adversarial perspective, being 
professionals whose number 1 job is to 
solve problems, they quickly joined 
forces

First Mover Example: Water Sector



Training

https://inl.gov/cce/



Thank You!       (More) Questions?

andrew.bochman@inl.gov              @andybochman


